Specification of Vulnerability Assessment System

e

S.No.|[Parameter Technical Specification Remarks
Should be able to scan various devices like Network Devices of
1 [Vulnerability Scanner various Top Brands, Operating Systems(Windows, MacOS,
Linux), Software and Applications
Out of the box application with pre configured plugins and
5 Yo templates. Customizable report with live results of vulnerability
o assessments. Perform Target profiling, Configuration Auditing,
Malware Detection and Sensitive data discovery
3 |License Minimum | Year On-premises License
Note : Installation and Demonstration is the responsibility of Supplier
Specification of Firewall Analyzer
S.No. [Parameter Technical Specification Remarks
Lt License Renewal for Existing Firewall Analyzer (ManageEngine
ype EventLog Analyzer)
2 |Node Support Minimum 2 firewall nodes
3 |[Agent Agent less log analytics
Log analysis, traffic management and monitoring, Network
security management, Firewall policy management, User internet
4 |Features activity monitoring, real-time vpn and proxy monitoring,
advanced alert and report management, web-application usage
reports
5 |Log Should support uploads for saved logs
6 |Firewall support Multi-vendor security devices support
7 |License Full Feature license for Minimum 1 year
Specification of Forensic Tool Kit
S.No. [Parameter Technical Specification Remarks
1 |Type All-in-one digital forensics solution
Email Analysis, File Decryption, malware detection, Data
2 |Capabilities visualization, Creating images of hard drives, CDs and USB
Devices, Optical Character Recognition
Forensic Imager, Encryption Support for Bitlocker and FileVault,
3 |Features Evidence Processing, Network Forensics, data Carving, Hashing
(CRC,MD5,SHA1,SHA256), Metadata Analysis,Registry
Analysis, Video Analysis,
4 |License Minimum 1 Year for above mentioned functionalities




